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Abstract

Cryptography is one of the most needed areas for our society as well as the development of

research works. So far, many researchers have contributed to developing algorithms for encryption

and decryption. This work is also analogous to them. In this paper, using permutation on n

symbols and Hill ciphers, we construct an algorithm for encrypting and decrypting a message.

Also, examples for n = 2, 3, 4 and are displayed.
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1. Introduction

Cryptography is a secret way to share any message by using Encryption and decryption. Cryptography

is most needed area for our society. Many researchers have contributed to developing algorithms for

encryption and decryption. In today’s world we want more security to share any message. So we need

most complicated algorithms for Encryption and decryption. Some known algorithms are DS, DES,

AES and RSA algorithms. In this paper we used analog of Permutation and Hill Cipher [11] to develop

our algorithm. Here we mixed both of them to create a new algorithm for Encryption and decryption.

In [1], B.M. Hamed used the idea of Hill cipher method modulo 26 and modify it by method modulo

27 (26 Alphabets + Space). Permutation of a finite set A is bijection from A to itself [3]. In this paper,

we use congruence relation and idea of matrix multiplication and multiplicative inverse for encryption

and decryption.

2. Preliminaries

Definition 2.1 (Permutation Cipher [11]). The idea of a permutation cipher is to keep the plaintext character

inchanged, but to alter their positions by rearranging them using a permutation. A permutation of a finite set
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X is bijective function π : X → X. For every x ∈ X there is a unique element x′ ∈ X such that π(x′) = x.

The inverse permutation π′ : X → X by π−1(x) = x′ if and only if π(x′) = x. The permutation cipher is also

known as Transposition cipher.

Definition 2.2 (Hill cipher [11]). Hill cipher is polygraphic substitution cipher based on linear algebra. Each

letter is represented by a number modulo 26. Often the simple scheme A = 0, B = 1, . . . , Z = 25. To encrypt

a message, each block of n letter is multiplied by an invertible n × n matrix against modulo 26. To decrypt the

message, each block is multiplied by the inverse of the matrix used for encryption.

3. Two Symbols Permutation

* A B C D E F G H I J K L M N O P
x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

ß(x) 0 4 25 8 1 7 22 5 3 15 12 21 10 16 18 9 13
Q R S T U V W X Y Z

x 17 18 19 20 21 22 23 24 25 26
ß(x) 20 14 23 17 11 6 19 26 2 24

Table 1: Permutation and it’s inverse table on two symbols

2-Symbol Permutation Algorithm:

1. We take 2 × 2 non singular matrix(B) as an encryption key.

2. Take any Message. Break the message into two consecutive letters.

3. Assign each character to a single numerical value. And find the image of the corresponding

numerical value from the above table.

4. Convert the image value into column matrix as

p1

p2



5. The substitution of cipher letter into plaintext, we can express as matrix multiplication

c1

c2

 =b11 b12

b21 b22

p1

p2

 (mod 27) and find the preimage value and corresponding letter for the column

matrix from the above table.

2-Symbol Permutation Example

1. Let the key Matrix M=

3 5

1 6


2. Let the plaintext "HELP"
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3. HE =

3

7

 =⇒

3 5

1 6

3

7

 (mod 27) =

17

18

 =⇒ TN.

LP =

10

13

 =⇒

3 5

1 6

10

13

 (mod 27) =

14

7

 =⇒ RE.

4. Encrypted Word is "TNRE"

5. For Decryption we use the inverse of key matrix modulo 27 and use inverse Permutation table.

6. The inverse of the key matrix is M−1=

15 10

2 21


7. Now multiplying the inverse matrix with column matrix for the encrypted word.

8. TN =

17

18

 =⇒

15 10

2 21

17

18

 (mod 27) =

3

7

 =⇒ HE

RE =

14

7

 =⇒

15 10

2 21

14

7

 (mod 27) =

10

13

 =⇒ LP

9. The Decrypted Word is "HELP".

4. Three Symbols Permutation

* A B C D E F G H I J K L M N O P
x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

ß(x) 1 0 2 3 5 4 8 7 6 11 10 9 12 14 13 17 16
Q R S T U V W X Y Z

x 17 18 19 20 21 22 23 24 25 26
ß(x) 15 19 18 20 21 23 22 26 25 24

Table 2: Permutation and it’s inverse table on three symbols

3-Symbol Permutation Table Algorithm:

1. We take 3 × 3 non singular matrix(B) as an encryption key.

2. Take any Message. Break the message into three consecutive letters.

3. Assign each character to a single numerical value. And find the image of the corresponding

numerical value from the above table.

4. Convert the image value into column matrix as


p1

p2

p3


5. The substitution of cipher letter into plaintext, we can express as matrix multiplication

c1

c2

c3

=


b11 b12 b13

b21 b22 b23

b31 b32 b33




p1

p2

p3

 (mod 27) and find the cipher text.
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3-Symbol Permutation Example:

1. Let the key Matrix N=


2 5 3

3 1 2

1 2 1


2. Let the plaintext “HELLO"

3. HEL =


6

4

12

 =⇒


2 5 3

3 1 2

1 2 1




6

4

12

 (mod 27) =


14

19

26

 =⇒ “MRX” Similarly we get LO∗ =


4

1

20

 =⇒ “E ∗ T”

4. Encrypted Word is “MRXE∗T"

5. For Decryption we use the inverse of key matrix modulo 27 and use inverse Permutation table.

6. The inverse of the key matrix is N−1=


6 7 22

20 20 8

8 7 17


7. Now multiplying the inverse matrix with column matrix for the encrypted word.

8. We get MRX =


6

4

12

 =⇒ ”HEL” and E ∗ T =


12

17

1

 =⇒ ”LO ∗ ”

9. Decrypted Word is "HELLO".

5. Four Symbols Permutation

* A B C D E F G H I J K L M N O P
x 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

ß(x) 1 0 2 3 5 4 8 7 6 11 10 9 12 14 13 17 16
Q R S T U V W X Y Z

x 17 18 19 20 21 22 23 24 25 26
ß(x) 15 19 18 20 21 23 22 26 25 24

Table 3: Permutation and it’s inverse table on three symbols

4-Symbol Permutation Algorithm:

1. We take 4 × 4 non singular matrix(B) as an encryption key.

2. Take any Message. Break the message into four consecutive letters.
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3. Assign each character to a single numerical value. And find the image of the corresponding

numerical value from the above table.

4. Convert the image value into column matrix as


p1

p2

p3

p4


5. The substitution of cipher letter into plaintext, we can express as matrix multiplication

c1

c2

c3

c4

=


b11 b12 b13 b14

b21 b22 b23 b24

b31 b32 b33 b34

b41 b42 b43 b44




p1

p2

p3

p4

 (mod 27) and find the cipher text.

4-Symbol Permutation Example:

1. Let the key Matrix G=


2 4 3 2

3 6 5 2

2 5 2 -3

4 5 14 14


2. Let the plaintext "HELP ME PLEASE"

3. HELP =


9

6

15

16

 =⇒


2 4 3 2

3 6 5 2

2 5 2 −3

4 5 14 14




9

6

15

16

 (mod 27) =


11

8

3

14

 =⇒ ”J IBM” similarly we get

∗ME∗ =


24

11

0

10

 =⇒ ”ZJAK”, PLEA =


2

6

11

7

 =⇒ ”CEJG” and SE ∗ ∗ =


9

13

9

18

 =⇒ ”HNHR”

4. The Encrypted Word is "JIBMZJAKCEJGHNHR"

5. For Decryption we use the inverse of key matrix modulo 27 and use inverse Permutation table.

6. The inverse of the key matrix is G−1=


-23 2 -2 -9

10 -12 16 23

1 -2 12 22

2 -2 6 11


7. Now multiplying the inverse matrix with column matrix for the encrypted word.
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8. We get J IBM =


9

6

15

16

 =⇒ “HELP”, ZJAK =


1

14

6

1

 =⇒ “ ∗ ME ∗ ”, CEJG =


16

15

6

0

 =⇒

”PLEA” and HNHR =


17

6

1

1

 =⇒ ”SE ∗ ∗”

9. The decrypted Word is "HELP ME PLEASE".

6. Conclusion

In this paper, we have developed a cryptographic algorithm involving permutation ciphers. Here, we

provide an example for the permutations with 2, 3 and 4 symbols. One can modify this paper by

changing the considered permutation or extend the length by more than 4.
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