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Abstract

In the present scenario where thousands and millions of digital documents are transferred every
day, the security of data has become a topic of global concern. Along with other cryptographic
primitives, the proxy signature scheme is also widely used in various applications. The main part of
our paper is a lattice-based proxy signature scheme. A Proxy Signature scheme is an arrangement
that allows the transfer of singing rights from one entity or person to another on behalf of the
original signer. Our scheme is based on the Ring-Learning with Error(R-LWE) problem which
provides strong security with the worst-case to average-case reduction problem. Key construction
and operations in our scheme are based on a ring of polynomials due to which both public and
private keys are reduced and the size of the proxy signature also shrunk, while the security of our

proposed scheme is based on the Short Integer Solution (SIS) problem.
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1. Introduction

Nowadays proxy signature schemes have been widely used in various applications like grid
computing, mobile agent applications, global networks, mobile communications, and electronic
payments. Initially, the concept of proxy signature was introduced by Mambo et.al. in 1996 [13],
which is a special kind of digital signature. A proxy signature scheme is a system in which an entity
or a person (original signer) gives his signing authority to another person(proxy signer) on his behalf
in case of temporal absence or lack of time. The proxy signature generated by the proxy signer can be
verified by the receiver with the public key of both the original signer and the proxy signer.
According to the different ways of authorization, proxy signatures can be categorized as full proxy

signature, partial proxy signature, and proxy signature with warrant.

¢ Full delegation - In this case, the original signer gives his private key to the proxy signer, later

this secret key is used to sign documents by the proxy signer. In this case, a proxy signature
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is the same as the digital signature scheme only difference is that it can be signed by the proxy

signer.

¢ Partial delegation - In this case the original signer generates a proxy signature key from its
private key and gives it to the proxy signer and then the proxy signer uses this proxy key to sign.
The verification equation for the proxy signature is a little modified so that the proxy signature

is not similar to the signature created by the original signer.

* Delegation by warrant - A warrant or certificate is the form of some message generated by the
original signer and encrypted by his secret key, then sent to the proxy signer. This warrant is
verified by the proxy signer and then he generates the proxy signature using his corresponding
private key. The resulting signature consists of the created signature by the proxy signer and the

warrant by the original signer.

Full delegation and Partial delegation may have security issues as it has a chance of misuse of a
signature by the proxy signer on the other hand, they are also not unforgeable as the original signer
can generate the proxy signature, while delegation by the warrant is more practical and secure and
it does not have issues like previous two cases. Currently most proxy signature schemes are based
on discrete logarithm problems or large integer factoring problems, but these classical hard problems
which are currently in use for many applications will face security issues as quantum computers will
be in common use. After quantum algorithms given by Shor in 1994 [18], by which discrete logarithm
and integer factoring problems have polynomial time solutions. These classical hard problems will not
be able to provide security against quantum computers. It's necessary to find a tool that can provide
the required security in the presence of quantum computers in the future. Lattice-based cryptography
is one of the most emerging and secure post-quantum cryptography. This attracts many researchers
due to its proven security of worst-case to average-case reduction against a quantum computer. The
first proven secure digital signature scheme was proposed by Genty et.al. in 2008 which was based on
the trapdoor hash function [3]. In 2010, Jiang et.al. proposed a lattice-based proxy signature based on
the Bonsai Tree Basis technique, but this scheme was successfully broken by Tian et. al. in 2011 [20]. In
2011 some Bonsai Tree Basis expansion technique-based proxy signature scheme was given by Wang
etal. and Xia differently [20]. In 2013, Yu Lei presented a high-efficiency proxy signature scheme
based on a fixed dimension basis expansion technique. These schemes used lattice basis expansion
techniques and two times primage sampling algorithm, but these schemes are very time-consuming.
In 2015, Yang et.al proposed an efficient proxy signature scheme that was based on Lyubashevsky’s
digital signature scheme without trapdoor [20]. Following Ducas’s Bimodal Gaussian Distribution
Jiang et.al. gave another proxy signature scheme which claimed to have a smaller key size [17].

In this paper we have proposed a post-quantum proxy signature scheme based on lattices, we have
combined the Ring Tesla digital signature scheme given by Akleylek et.al. [1] and proxy signature

scheme and proved that it is unforgeable, non-repudiation.
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2. Preliminary

2.1 Notation

we know Z,; denotes the quotient ring Z/qZ having the coefficients in (—q/2,4/2) for q be a prime
g = 1 mod 2n i.e., and Z;[x] is polynomial ring modulo q and R; = Z,[x]/x" + 1 is ring over integer.
Other notation, rounding operator |v];, and parameters are similar like ring Tesla signature scheme
[1].

Key generation:- This algorithm takes as input the security parameter, system public parameter,
original and proxy signer generate their own secret key and verification key separately.

Proxy Key generation:- The original signer A generates the signature (proxy key) z of warrant w using
his secret key and sends it to B along with the warrant.

Proxy sign:- First proxy signer verifies the warrant sent by A , the proxy signer B generates the proxy
signature and signs the message y then outputs proxy signature (z,w,z’, i).

Proxy verify:- The verifier verifies the proxy signature by using the verification keys of both the original
and proxy signer.

A proxy signature can be analyzed with the following security parameters:-

Unforgeability:- Unforgeability shows that a valid proxy signature can be generated by only the proxy
signer, neither the original signer or any other third party can generate it and a valid proxy signature
key can be generated by only original signer, nor the proxy signer or any other third party can generate
it.

Undeniability:- Once the proxy signature is generated by proxy signer he can’t deny from it.

key dependence:- The generation of the proxy key depends on the original signer’s secrete key.

Verifiability:- Any receiver can verify that the original signer agreed on the signed message.

3. Proxy Signature Scheme

In this section, we have proposed our lattice-based proxy signature scheme with warrant. We have
combined proxy signature and ring tesla signature to design a lattice-based proxy signature scheme.
Our proxy signature has parameters n,q,d, w, B, U, L, following like Ring-Tesla signature scheme, hash
function H : {0,1}* — {v:v € {0,1}", ||0?|| = w}. Polynomial a € Ry, a = (ag + a1x + - + a,_1x" 1) is
public parameter and choose e; from Gaussian distribution Dj. Here original signer’s signing key and
verification key are s; and t; = a.s1 + e; and proxy signer’s signing key and verification key are s, and
ty = a.sp + e>. The original signer A generates a proxy signature key for proxy signer B using a, s; and

warrant W.
* Proxy Key generation

1. Choose a polynomial y; from D}
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2. v1 = ay; mod g

3. c=H([v1]aq W)

4. z < y1 +31.C

5. wy <~ v; —ej.cmod g

6. if Lwﬂd,q % RZ"’*L and z % RB—U
and send the proxy signature key (z,c) along with warrant W to B.

* When the proxy signer receives the signature key (z, W) from A, first he verifies by using the
verification key of A, that the sender is the original signer by computing w} < a1.z — t;.c mod
q and ¢ = H(|wi]4e W) if not verified proxy signer rejects the proxy key, if it succeeds in

verification he signs the message with his secret key s,
* Proxy Signature

1. Choose a polynomial y, from D}
2. v = a.y, mod ¢q

3. a1 = H([v2]aq 1)

4. z1 < Y2 +52.01

5. uj <= vy —ex.c; mod g

6. if [u1]yy & Ry_p and z1 ¢ Rp_y

7. return proxy signature (z , W , zy, )

e Proxy verify:- when the receiver receives the proxy signature (z, W, zq, i) from B, then he verifies
the proxy signature by using both verification keys of A, B by computing wy < a;.z —t;.c mod g,
¢ = H(|wy]aq W), u} < a2.z1 — tr.c' mod q, c1 = H(|u]]4,4, w) if verify then accept the signature

otherwise rejects it.

3.1 Security

Only the proxy signer can generate a valid proxy signature, original signer nor any third party can
generate the valid proxy signature:-

Case 1:- In this case the original signer has been considered as forger as he has more information than
any other third party, as he knows the private key of the original signer so he can directly compute
the proxy key, so the forgery of the signature (z,c,z;,c1) is the forgery of only (z1,¢1). We introduce
another signing way without knowing the secret key of the proxy signer, he firstly choose a vector c;
uniformly from {v : v € {0,1}", ||v?|| = w} and choose z; according to discrete gaussian distribution
and using rejection sampling output (z1,¢1) with probability 1/M and H(az; — tcy, 4) = c3.

Case 2:- Let the polynomial time forger A be for a signature scheme that takes a public key as input



R-LWE Based Secure Proxy Signature Scheme / Swati Thakur, Hemlal Sahu 13

and makes h random oracle hash queries, s signing queries, and forges a valid signature with non-
negligible probability § then distinguisher D solving R — LWE;; >, in time "t" with probability. When
the challenger c receives the given, he randomly chooses a polynomial as the private key and computes

the corresponding verification key. he sends a,t to Forger and keeps a private key secret.

e Hash Queries:- When a forger sends a hash query (v, it) to the challenger C, the challenger will
first check whether this query (v, u) was asked earlier or not, if it is, he returns the hash value c,

otherwise C chooses uniformly ¢ < {v: v € {0,1}", ||v?|| = w} and return it to the forger.

¢ Sign Queries:- The challenger C holds another list which contains a set of different messages
with their respective signatures (y,z,c¢), when the forger forges sign query for message j, the
challenger first check whether y is in the list if it is, the challenger C returns the pre-exist signature
(z,0) to forger, otherwise challenger C chooses uniformly ¢ < {v : v € {0,1}",||*|| = w} and

z < D} and return (z,c) to the forger.

e Forge:- When forger F outputs the forgeable signature (¢/,z’) of the message u’ with |z|| <
(B—U) and H(az' —tc',y') = ¢'.

Suppose that c was queried earlier then there exists a signature (c’,z”) of the message y’ with H(az" —
tc’, u') = ¢’ analyzing with forge signature H(az"” —tc’, ') = H(az' —tc',y') if u # ' or az’ —tc’ #
az’ — tc’ there will be hash collision then we have y = y’ or az” — tc’ = az’ —tc’ then a(z”" —2') =0

where (z” —z') # 0 which is equivalent to (z” —

z') is solution of SIS problem with ||(z"” —z')|| <
2(B—U) = 28(n —1)y/wo. Now to apply the Bellare and Neven version of the forking lemma, we
take i component of random oracle output different ¢’ so, ¢} # c;* then we obtain a valid signature
(z/, ') on the same message yu. Then we have |az —tcly, = |az' —tc']y,, az —tc = az’ —tc' ie.
a(z—2')—tc—c) =0mod g, a((z—2") +s(c’ —¢c)) +e(c—c') = 0mod g taking y; = ((z —z2') +
s(c" —c)) and yo, = e(c — ¢’) then we have a non zero solution of ay; + 1y, = 0 mod g with |y <

28(n — 1)y/wo + 2{w and ||y2|| < 2w. Signature key sizes of original signer and proxy signer are
nlog2(B — U) and size of public key is 2nlog g public and secrete key 31 log 14c.

4. Conclusion

We have proposed a new post-quantum proxy signature scheme based on a ring of polynomials whose
keys are secured by hard security provided by the learning With Errors problem. our scheme we have

a multiplication of polynomials and a rejection sampling algorithm.
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