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Abstract: Discrete log problem (DLP) is a special case of semigroup action problem (SAP) that leads to generalized DLP. The
cryptographic protocols like Diffie-Helman/ Elgamal based on DLP may be extended using semigroup action problem

(SAP). The effect of square root attacks like Pollard Rho, Shanks baby step - giant step on these extensions with group

actions, led to the study of a square root attacks on the generalized DLP, in the cases when, the semigroup has a large
sub group and with Matrix action on abelian groups. We propose to extend the study of square root attack, Shank’s

Baby-step Giant-step on the generalized DLP considering the special case of LUCAS actions on abelian groups.
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1. Introduction

In 1976, Whitfield Diffie and Martin Hellman published the paper “New Directions in Cryptography” [5]. This paper made

several groundbreaking contributions to public key encryption.Diffie-Hellmann protocol (DHP) is a public key distribution

method called Diffie-Hellmann key exchange, based on the assumption that the discrete log problem (DLP) is difficult to

solve, the computational difficulty of discrete logarithm problem (DLP) depends on the choice of the underlying group for

discrete logarithm problem.The groups most oftenly used for which the Diffie-Hellmann problem (DHP) been hard and used

securely are the multiplicative group F∗q of a finite field Fq of order q [6], for which there is a sub exponential time algorithm

called index calculus alogithm and number field sieve in case q = p a prime but with no polynomial time algorithm and

the other group is the group of rational points on an elliptic curve over a finite field and the best known algorithm to solve

discrete log is Pollard rho algorithm [16]. The expected running time is O(
√
n) where n is the order of the group. The group

operations on Elliptic curve are rather expensive relative to the operations of addition and multiplication in finite field as it

required to find the inversions in the finite field. For breaking the Diffie-Hellmann protocol (DHP), solving the underlying

discrete logarithm problem (DLP) is required. P.J. Smith and M.J.J.Lennon [17] in 1993 proposed public key cryptography

based on Lucas sequences which were similar to idea of using Dickson polynomial in cryptography by Muller and Nobauer

in 1981. Henceforth Lucas sequences were widely used in cryptography and there are applications like LUCELG-PK, public

key cryptosystem, LUCDS. Digital signature algorithm, LUC pseudo random bit generator, Williams p+1 factorization

∗ E-mail: panuradhakameswari@yahoo.in

91

http://ijmaa.in/


Extended Diffie-Hellmann Protocol Based on Lucas Actions

algorithm, that are based on Lucas sequences [8, 10].

In this paper the ideas of generalised discrete log with group actions and semigroup actions with Lucas sequences are

described. We refer to the introduction of Lucas sequences and some properties on Lucas sequences in our papers [2, 3, 8].

In this paper we describe operations to obtain a group (L(4, N), ?), semigroup (L(4, N), ◦) with Lucas sequences and study

the possibilities of generalised discrete logarithm with Lucas actions, one with Lucas group action and other with Lucas

semigroup action which give rise to the Lucas group action problem and Lucas semigroup action problem and extended

the Shanks Baby-step Giant-step method to solve both the problem by employing the group action with (L(4, N), ?) and

semigroup action with (L(4, N), ◦).

2. Diffie-Hellmann Key Exchange Based on Group Actions Imple-
mented with Group of Lucas Sequences

Definition 2.1. Let a and b be two integers and α a root of the polynomial x2 − ax+ b in Q(
√

∆) for ∆ = a2 − 4b a non

square, writing α = a+
√

∆
2

and its conjugate β = a−
√

∆
2

we have α + β = a, αβ = b, α − β =
√

∆ and the Lucas sequences

{Vn(a, b)} and {Un(a, b)}, n ≥ 0 are defined as


Vn(a, b) = αn + βn

Un(a, b) = αn−βn

α−β

Lucas sequences satisfy the following relations:

(1). V2n(a, b) = (Vn(a, b))2 − 2bn

(2). V2n−1(a, b) = Vn(a, b)Vn−1(a, b)− abn−1

(3). V2n+1(a, b) = aV 2
n (a, b)− bVn(a, b)Vn−1(a, b)− abn

(4). V 2
n (a, b) = ∆U2

n(a, b) + 4bn

(5). Vkm(a, b) = Vk(Vm(a, b), bk)

(6). Ukm(a, b) = Uk(Vm(a, b), bk)Um(a, b)

(7). Vk+m(a, b) = 1
2

(Vk(a, b)Vm(a, b) + ∆Uk(a, b)Um(a, b))

(8). Uk+m(a, b) = 1
2

(Uk(a, b)Vm(a, b) + Um(a, b)Vk(a, b))

2.1. Modular Computations with the Lucas Sequences

Definition 2.2 ([8, 11]). Let N = pe11 . . . perr , pi’s odd primes and define the function S(N) = lcm
{
pei−1
i

(
pi − ( ∆

pi
)
)}r

i=1
.

Theorem 2.3. For N = pe11 ...........p
er
r and pi - ∆. Then


US(N)t(a, b) ≡ 0 mod N

VS(N)t(a, b) ≡ 2 mod N for some integer t and pi - 2∆.

For 4 = a2 − 4 such that (4,N)= 1, the set of Lucas sequences L(4, N) modulo N is the set L(4, N) =

{(Vm(a, 1),Um(a, 1))mod N, 0≤m≤S(N)} forms a group with respect to the operation ? given as
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(Vm(a, 1),Um(a, 1))?(Vk(a, 1),Uk(a, 1))=(Vm+k(a, 1),Um+k(a, 1)).

In this section we consider the generalised discrete logarithm with a group action on a group G implemented with the group

of Lucas sequences L(4, N) we first describe an action of L(4, N) on a group G in the following theorem:

Theorem 2.4. Let G be a cyclic group of order N and let ∗ : L(4, N)×G → G, be a mapping defined as for any g ∈ G,

(Vm(a, 1),Um(a, 1)) ∈ L(4, N) and

(Vm(a, 1), Um(a, 1)) ∗ g = g(
Vm(a,1)+

√
4Um(a,1)

2
)

then ∗ is an action of L(4, N) on G.

Proof. We need to verify the two action properties of L(4, N) on the given group G.

(i) For any (Vm(a, 1),Um(a, 1)),(Vk(a, 1),Uk(a, 1))∈L(4, N) we have by definition

(Vm(a, 1), Um(a, 1)) ∗ (Vk(a, 1), Uk(a, 1)) ∗ g = (Vm(a, 1), Um(a, 1)) ∗ g(
Vk(a,1)+

√
4Uk(a,1)

2
)

= (Vm(a, 1), Um(a, 1)) ∗ x, for x = g(
Vk(a,1)+

√
4Uk(a,1)

2
)

= x(
Vm(a,1)+

√
4Um(a,1)

2
)

= g(
Vk(a,1)+

√
4Uk(a,1)

2
)(

Vm(a,1)+
√
4Um(a,1)

2
)

= g(
Vk+m(a,1)+

√
4Uk+m(a,1)

2
)

= (Vm+k(a, 1), Um+k(a, 1)) ∗ g

Therefore, ((Vm(a, 1),Um(a, 1))?(Vk(a, 1),Uk(a, 1)))∗g = (Vm+k(a, 1),Um+k(a, 1)))∗g.

(ii) Now for the identity element (V0(a, 1), U0(a, 1)) ∈ L(4, N), we have

(V0(a, 1), U0(a, 1)) ∗ g = g(
V0(a,1)+

√
4U0(a,1)

2
)

= g( 2+
√
40

2
)

= g
2
2

= g

therefore, (V0(a, 1),U0(a, 1))∗g = g. Therefore, ∗ is an action of the group (L(4, N), ?) on group G.

Remark 2.5. The orbits of each element x∈G under the above action are given as O(x)={(Vi(a, 1), Ui(a, 1)) ∗ x ∀i =

0, 1, 2, ...S(N)}.

Now for N = 13 and a = 4 then 4= a2 − 4 = 16 - 4 = 12 for
√
4=5 mod 13 and S(N)= 13-1= 12, the elements in L(4, N)

are given as {(2,0),(4,1),(1,4),(0,2),(12,4),(9,1),(11,0),(9,12),(12,9),(0,11),(1,9),(4,12)}. Let M=(Z132)∗, the multiplicative

group of (Z132), M is of order φ(132)=13×12 then there is g∈M such that O(g)=13 taking G=〈g〉 the subgroup generated by

g, we have a group G of order 13 inparticular note g= 27 ∈ M is of order 13. Now taking G = 〈27〉 we have ∗:L(4, N)×G→

G a group action and for (V4(a, 1),U4(a, 1))= (12,4) ∈ L(4, N) we have the orbits of g = 27 and h=(V4(a, 1),U4(a, 1))∗27=

27
V4(a,1)+

√
4U4(a,1)

2 = 27
12+5×4

2 =79 in L(4, N)given as

O(g) = O(27) = {(Vi(a, 1), Ui(a, 1)) ∗ 27 ∀ i = 0, 1, 2...12}

O(h) = O(79) = {(Vi(a, 1), Ui(a, 1)) ∗ 79 ∀ i = 0, 1, 2...12}

O(g) = {27, 118, 105, 131, 79, 14, 144, 53, 66, 40, 92, 157, 27}

O(h) = {79, 14, 144, 53, 66, 40, 92, 157, 27, 118, 105, 131, 79}
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Now we have the generalised discrete logarithm problem in L(4, N) with the Lucas group action on group G of order N,

this problem is also called as Lucas group action problem and is defined as follows:

Definition 2.6. Let L(4, N) be the group of Lucas sequences acting on cyclic group G of order N then if g be the generator

of G and h any given element in G then Lucas group action problem is to find 0 ≤ m ≤S(N) such that (Vm(a, 1),Um(a, 1))∗g

= h.

Extended Diffie-Hellmann protocol with Lucas group action:

For any generator of G, the key exchange protocol between A and B is as follows:

1. A chooses private key m and takes (Vm(a, 1),Um(a, 1)) in L(4, N) and computes (Vm(a, 1), Um(a, 1))∗g =

g
Vm(a,1)+

√
4Um(a,1)

2 = α (say) then makes (a, g, α) public.

2. B chooses private key k and takes (Vk(a, 1),Uk(a, 1)) and computes (Vk(a, 1), Uk(a, 1))∗g = g
Vk(a,1)+

√
4Uk(a,1)

2 =

β (say) then makes (a, g, β) public.

3. Then the shared secret key is taken as (Vk+m(a, 1),Uk+m(a, 1))∗g =g
Vk+m(a,1)+

√
4Uk+m(a,1)

2 .

4. A computes this shared secret key from β as (Vm(a, 1),Um(a, 1))∗β, similarly B computes shared secret key from α

as (Vk(a, 1),Uk(a, 1))∗α.

Example 2.7. Let N = 13 and a = 4 then 4 = a2 − 4 and S(N)=13 -1= 12, take G=〈27〉 subgroup of order 13 in (Z132)∗

then for L(4, N)={(2,0),(4,1),(1,4),(0,2),(12,4),(9,1),(11,0),(9,12),(12,9),(0,11),(1,9),(4,12)}, the protocol is as follows:

1. A chooses private key m = 4 and takes (V4(a, 1), U4(a, 1)) and computes α = (V4(a, 1), U4(a, 1)) ∗ 27=(12, 4) ∗ 27

= 27
12+5×4

2

= 2716

= 273(mod 169)

= 79

and makes (a, 27, α) public.

2. B chooses private key m=7 and takes (V7(a, 1), U7(a, 1)) and computes β=(V7(a, 1), U7(a, 1)) ∗ 27=(9, 12) ∗ 27

=27
9+5×12

2

= 27483

=272(mod 169)

= 53

and makes (a, 27, β) public.

3. A computes secret key as β
V4(a,1)+

√
4U4(a,1)

2 = 53
12+5X4

2 = 533(mod 169) = 157.

4. B computes secret key as α
V7(a,1)+

√
4U7(a,1)

2 = 79
9+5X12

2 = 792(mod 169) = 157.

2.2. To Extend Shank’s Baby-step Giant-step attack on Discrete Logarithm Prob-
lem with Lucas group action

In the Diffie-Hellmann protocol, the shared secret key (Vk+m(a, 1),Uk+m(a, 1))∗g may be evaluated from given public keys

if the Lucas action problem is solved. In this section we describe the procedure to solve Lucas action problem by extending

the Shanks Baby-step and Giant-step method, emphasising that (L(4, N), ?) is a group. As the orbits of g & α are same

sets the Lucas action problem may be solved by employing Shank’s Baby-step Giant-step as follows:
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Shank’s Baby-step Giant-step method can be employed on the basis of collision as the Baby-step and Giant-step are the

orbits of same element of G, hence lie in the same orbit. Let G be a cyclic group of order N and g be the generator of G

given α = (Vk(a, 1), Uk(a, 1)) ∗ g to find a ‘t’ such that (Vt(a, 1), Ut(a, 1))=(Vk(a, 1), Uk(a, 1)). Let m =
√
S(N), then for

k=mq+r, we compute the baby step B given as

Baby step, B = {(Vr(a, 1), Ur(a, 1))−1 ∗ α : 0 ≤ r < m},

note this is possible as for each (Vr(a, 1), Ur(a, 1)) ∈ L(4, N), we have (Vr(a, 1), Ur(a, 1))−1 ∈ L(4, N) as L(4, N) is a group.

For some r, with 0 ≤ r < m if we have (Vr(a, 1), Ur(a, 1))−1∗α=g then we have (Vr(a, 1), Ur(a, 1))∗(Vr(a, 1), Ur(a, 1))−1∗α =

(Vr(a, 1), Ur(a, 1)) ∗ g ⇒ (V0(a, 1), U0(a, 1)) ∗ α = (Vr(a, 1), Ur(a, 1)) ∗ g ⇒ α = (Vr(a, 1), Ur(a, 1)) ∗ g, therefore in the baby

step

B={((Vr(a, 1), Ur(a, 1))−1 ∗ α, r) : 0 ≤ r < m}

if we find the pair (g, r) in B i.e. for some r, (Vr(a, 1), Ur(a, 1))−1∗α=g, then we have (Vk(a, 1), Uk(a, 1)) for that r, if such

(g, r) is not found for any r in B then take δ=(Vm(a, 1), Um(a, 1))∗g and compute the Giant step members for

Giant step, G = {(Vmq(a, 1), Umq(a, 1)) ∗ g : 0 ≤ q < m},

where

(Vmq(a, 1), Umq(a, 1)) ∗ g = (Vm(a, 1), Um(a, 1)) ∗ (Vm(a, 1), Um(a, 1)) ∗ ... ∗ (Vm(a, 1), Um(a, 1))(q times) ∗ g

= ((Vm(a, 1), Um(a, 1)) ? (Vm(a, 1), Um(a, 1)) ? ... ? (Vm(a, 1), Um(a, 1)))(q − 1 times) ∗ δ.

Then if for some q, ((Vmq(a, 1), Umq(a, 1)) ∗ g), r) is a pair in B for some r, then we have

(Vmq(a, 1), Umq(a, 1)) ∗ g = (Vr(a, 1), Ur(a, 1))−1 ∗ α

⇒ (Vr(a, 1), Ur(a, 1)) ∗ (Vmq(a, 1), Umq(a, 1)) ∗ g = α

⇒ (Vmq+r(a, 1), Umq+r(a, 1)) ∗ g = α

Now as m, q, r are known quantities (Vmq+r(a, 1), Umq+r(a, 1)) ∗ g can be evaluated, therefore we have for t= mq+r,

(Vt(a, 1), Ut(a, 1)) ∗ g = g
Vt(a,1)+

√
4Ut(a,1)

2 = α

and then we may compute the shared secret from the public key β as

β
Vt(a,1)+

√
4Ut(a,1)

2 = (g
Vk(a,1)+

√
4Uk(a,1)

2 )
Vt(a,1)+

√
4Ut(a,1)

2

= (g
Vt(a,1)+

√
4Ut(a,1)

2 )
Vk(a,1)+

√
4Uk(a,1)

2

= (α)
Vk(a,1)+

√
4Uk(a,1)

2

= (g
Vm(a,1)+

√
4Um(a,1)

2 )
Vk(a,1)+

√
4Uk(a,1)

2

= g
Vk+m(a,1)+

√
4Uk+m(a,1)

2

= (Vk+m(a, 1), Uk+m(a, 1)) ∗ g

Example 2.8. Let N=13 and a=4 then 4 = a2 − 4 = 42 − 4 = 12 and S(N)=13-1=12. In L(4, N) given h=66 to find

the discrete log of 66 to the base 4. We have m=
√
S(N) =

√
12 = 4 and by division algorithm k = mq+r, 0 ≤ r < m i.e.
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k = 4q + r; r = 0, 1, 2 or 3, using (Vr(a, 1), Vr(a, 1))−1 = (V(S(N)−1)r(a, 1), U(S(N)−1)r(a, 1)) and also we have group action

as (Vm(a, 1),Um(a, 1))∗g=g
Vm(a,1)+

√
4Um(a,1)

2 , we compute the Baby step pairs in B as

B = {(Vr(a, 1), Ur(a, 1))−1 ∗ α, r) : 0 ≤ r < m}

= {(Vr(a, 1), Ur(a, 1))−1 ∗ 66, r) : 0 ≤ r < 4}

= {((V0(a, 1), U0(a, 1))−1 ∗ 66, 0), ((V1(a, 1), U1(a, 1))−1 ∗ 66, 1), ((V2(a, 1), U2(a, 1))−1 ∗ 66, 2), ((V3(a, 1), U3(a, 1))−1 ∗ 66, 3)}

= {((V0(a, 1), U0(a, 1)) ∗ 66, 0), ((V11(a, 1), U11(a, 1)) ∗ 66, 1), ((V10(a, 1), U10(a, 1)) ∗ 66, 2), ((V9(a, 1), U9(a, 1)) ∗ 66, 3)}

= {((2, 0) ∗ 66, 0), ((4, 12) ∗ 66, 1), ((1, 9) ∗ 66, 2), ((0, 11) ∗ 66, 3)}

= {(66, 0), (53, 1), (144, 2), (14, 3)},

none of the elements in the Baby-step coincide with the pair (g, r)=(27, r) for r=0,1,2 or 3. So we need to compute Giant

steps for a δ = (Vm(a, 1), Um(a, 1)) ∗ g and

δq = (Vmq(a, 1), Umq(a, 1)) ∗ g for q = 1, 2, 3, ...

= (V4q(a, 1), U4q(a, 1)) ∗ 27

For q = 1,

δq = (V4(a, 1), U4(a, 1)) ∗ 27

= (12, 4) ∗ 27 = 27
12+5×4

2

= 2716 = 273(mod 169) = 79;

For q = 2,

δq = (V8(a, 1), U8(a, 1)) ∗ 27

= (12, 9) ∗ 27 = 27
12+5×9

2

= 27399 = 279(mod 169) = 66;

Here δ2= 66 is the first element in the pairs of B for r= 0. For q= 2, (66, 0) is in B, ∴ for r=0, m=4 and q=2, we have

t=mq+r=4×2+0=8 and (V8(a, 1), U8(a, 1)) ∗ 27 = 66 = α; using t, the shared secret key can be computed with the help of

the public key β.

3. Diffie-Hellmann Key exchange Based on Semi-group Actions Im-
plemented with Semigroup of Lucas Sequences

Semigroup action problem: For the semigroup action we consider the semigroup L(4, N)={(Vm(a, 1),Um(a, 1))mod

N, 0≤m≤S(N)} with the operation ◦ given as (Vm(a, 1),Um(a, 1))◦(Vk(a, 1),Uk(a, 1))=(Vkm(a, 1),Ukm(a, 1)) with

(V1(a, 1), U1(a, 1))=(a,1) as identity.

Theorem 3.1. For any 0 < k,m < S(N) such that (k, S(N))=1 if 0 < m < S(N) is such that km≡1 mod S(N) then

(Vk(a, 1), Uk(a, 1))◦(Vm(a, 1),Um(a, 1))=(V1(a, 1),U1(a, 1)), i.e. (Vm(a, 1), Um(a, 1)) is inverse of (Vk(a, 1),Uk(a, 1)) in L(4,

N), with respect to ‘◦’ on L(4, N).
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In this section we now consider the Generalised discrete logarithm with a semigroup action on a subset of a mapping G

implemented with Lucas sequences L(4, N) we first look at the following action of L(4, N).

Theorem 3.2. Let G be a cyclic group of order N generated by g then the set G′={gr : r = ut(a, 1) : 0 ≤ t ≤ S(N)},

then the mapping ∗ : L(4, N) × G′ → G′ given as for any h∈ G′ and (Vm(a, 1), Um(a, 1)) in L(4, N) if h = gUk(a,1),

(Vm(a, 1), Um(a, 1)) ∗ h = gUkm(a,1), then ∗ is a semi-group action of L(4, N) on G′.

Proof. The two action properties to be verified are for (Vm(a, 1),Um(a, 1)),(Vk(a, 1),Uk(a, 1)) in L(4, N), we have

(Vk(a, 1), Uk(a, 1)) ∗ (Vm(a, 1), Um(a, 1)) ∗ h = (Vk(a, 1), Uk(a, 1)) ∗ gUmr(a,1), for h = gUr(a,1)

= gUmr(a,1)Uk(Vmr(a,1))

= gUmkr(a,1)

= (Vmk(a, 1), Umk(a, 1)) ∗ gur(a,1)

= (Vmk(a, 1), Umk(a, 1)) ∗ h

= (Vm(a, 1), Um(a, 1)) ◦ (Vk(a, 1), Uk(a, 1)) ∗ h

and as (V1(a, 1),U1(a, 1)) is the identity of the semi-group, we have (V1(a, 1),U1(a, 1))∗gUr(a,1) = gUr(a,1). Therefore, ∗ is a

semi-group action of Lucas sequences on G′.

Remark 3.3. The orbit of the generator g and any h∈ G′ given as h=(Vm(a, 1), Um(a, 1)) ∗ g, the orbit O(h) of h is proper

subset of O(g).

Now for N = 13 and a = 4 then 4=a2 − 4 and S(N)=13-1=12. The elements in L(4, N) given by the set

{(2,0),(4,1),(1,4),(0,2),(12,4),(9,1),(11,0),(9,12),(12,9),(0,11),(1,9),(4,12)}

is a Lucas group. Let M=(Z132)∗, then there exist g∈M such that O(g)=13 and G=〈g〉 is of order 13, taking g=27∈G we

have G=〈27〉 a group of order 13 . The mapping ∗ : L(4, N) × G′ → G′ given as (Vm(a, 1),Um(a, 1))∗g =gUm(a,1), for G′

={270, 271, 272, 274, 279, 2711, 2712}, is a semigroup action. We have for g = 27 and for (V4(a, 1), U4(a, 1))=(12,4) in L(4,

N)

h = (V4(a, 1), U4(a, 1)) ∗ 27

= 27U4(a,1)

= 274(mod 169)

= 105 ∈ G′, we have

O(g) = {(Vi(a, 1), Ui(a, 1)) ∗ g : i = 1, 2, ...12}

O(h) = {(Vi(a, 1), Ui(a, 1)) ∗ h : i = 1, 2, ...12}

= {(V4i(a, 1), U4i(a, 1)) ∗ g : i = 1, 2, ...12} for h = (V4(a, 1), U4(a, 1)) ∗ g.

O(g) = {27,105, 53, 105, 27,1, 144,66, 118, 144, 1}

O(h) = {105, 66, 1, 105, 66, 1, 105, 66, 1, 105, 66, 1}

Now we have the Generalised discrete logarithm problem (GDLP) with the L(4, N), the Lucas semigroup action and this

problem is also called as Lucas Lucas semigroup action problem and is defined as follows.
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Definition 3.4. Let L(4, N) be the semigroup of Lucas sequences acting on a subset of a group order N, let g be the

generator of G and h=(Vk(a, 1), Uk(a, 1)) ∗ g ∈G then Lucas semigroup action problem is to find 0 < m < S(N) such that

(Vm(a, 1),Um(a, 1))∗ g=h.

Extended Diffie-Hellmann protocol with Lucas semi-group action: For any g a generator of G, the key

exchange protocol between A and B is as follows:

1. A chooses private key m such that 0 < m < S(N) and computes (Vm(a, 1),Um(a, 1)) and gUm(a,1) and

makes {a, g, Vm(a, 1), hA = gUm(a,1)} public.

2. B chooses private key k such that 0 < m < S(N) and computes (Vk(a, 1),Uk(a, 1)) and gUk(a,1) makes

{a, g, Vk(a, 1), hB = gUk(a,1) } public.

3. Then the shared secret key is gUkm(a,1)=gUk(a,1)Um(Vk(a,1)).

4. A computes shared secret key from hB of Vk(a, 1) as

(Vm(a, 1),Um(a, 1))∗hB = (hB)Um(Vk(a,1)).

5. Similarly B computes shared secret key from hA of Vm(a, 1) as (Vk(a, 1),Uk(a, 1))∗hA = (hA)Uk(Vm(a,1)).

3.1. To Extend Shank’s Baby-step Giant-step Attack on Discrete Logarithm Prob-
lem with Lucas Semi-group Action

In this implementation note the discrete log of Lucas action on semigroup may be solved as the Generalised discrete

log problem on group of Lucas sequences in Chapter 4, when we solve for m given V=Vm(a, 1), but note as the exact

suffice ‘m’ should be considered, we verify if gUm(a,1) coincides with the public value hA for the obtained ‘m’, if we go

for another collision. We employ Shanks Baby-step Giant-step method. Note as this is a semigroup action such that the

orbit O(h) is representation of some elements in O(g) i.e. in Baby-step we compute O(g) and look at the collisions. Let

h = (Vk(a, 1), Uk(a, 1)) ∗ g; to solve the discrete logarithm of h, compute the Baby-step B is given as

B={(Vr(a, 1), Ur(a, 1)) ∗ h for (Vr(a, 1),Ur(a, 1)) ∈ L∗}.

If for some r, (Vr(a, 1), Ur(a, 1)) ∗ α=g we are through. As h = (Vr(a, 1), Ur(a, 1))−1 ∗ g and if (Vr(a, 1), Ur(a, 1))−1 =

(Vx(a, 1), Ux(a, 1)) we may take k=x if Vx(a, 1) = Vk(a, 1) given as in public key. If not we compute giant steps as follows:

G={(Vq(a, 1), Uq(a, 1)) ∗ g ∀q = 1, 2, 3, ...},

if for some q, (Vq(a, 1), Uq(a, 1)) ∗ g=(Vr(a, 1), Ur(a, 1)) ∗ h in B then h = (Vr(a, 1), Ur(a, 1))−1 ∗ (Vq(a, 1), Uq(a, 1)) ∗ g then

if we have (Vr(a, 1), Ur(a, 1))−1=(Vx(a, 1), Ux(a, 1)) for some 0 < x < S(N) then for k= rx if Vrx(a, 1)=Vk(a, 1) as public

key, if not proceed for the next q.

Example 3.5. Let N=13 and a=4 then 4 = a2−4 = 42−4 = 12 and S(N) = 13-(4
13

)= 13-1 = 12. The multiplicative group

L∗(4, N)={(4,1),(9,1),(9,12),(4,12)} given h=66, we find the discrete log of 144 to the base 27 as follows: we compute the

Baby step pairs in B with the public key given as (4, 27,9,144), we have

B={(Vr(a, 1),Ur(a, 1)) ∗ h, r) for (Vr(a, 1),Ur(a, 1)) ∈ L∗(4,N)}.

As L∗(4, N)={(4,1), (9,1), (9,12), (4,12)} we have

B = {(4, 1) ∗ (66, 1), (9, 1) ∗ 66, 5), ((9, 12) ∗ 66, 7), ((4, 12) ∗ 66, 11)}

= {(66, 1), (105, 5), (66, 7), (105, 11)}.
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Note in B we do not find r such that (Vr(a, 1), Ur(a, 1)) ∗ 66=27 for r=1,5,7,11. So we have to go for finding of Giant step,

we have

G = {(V1(a, 1), U1(a, 1)) ∗ 27, (V2(a, 1), U2(a, 1)) ∗ 27, (V3(a, 1), U3(a, 1)) ∗ 27, (V4(a, 1), U4(a, 1)) ∗ 27, ...}

take δq = (Vq(a, 1),Uq(a, 1)) ∗ g for q=1,2,3,...

= (Vq(a, 1),Uq(a, 1)) ∗ 27 for q=1,2,3,...

for q=1, δq = (V1(a, 1),U1(a, 1)) ∗ 27 = (4, 1) ∗ 27 = 27(mod 169)=27;

q=2, δq = (V2(a, 1),U2(a, 1)) ∗ 27 = (9, 4) ∗ 27 = 274(mod 169)=105.

Note for q=2, δq coincides with (105, 5) and (105, 11) in B, therefore we have

(Vq(a, 1),Uq(a, 1)) ∗ g=(Vr(a, 1),Ur(a, 1)) ∗ h in B

⇒(V2(a, 1),U2(a, 1)) ∗ 27 = (V5(a, 1),U5(a, 1)) ∗ h for r=5 & 11, if (Vr(a, 1),Ur(a, 1))−1 = (Vx(a, 1),Ux(a, 1)) we have

k = rx =

 2× 5 for x = 5

2× 11 for x = 11

= 10 (mod12) for x = 5 & 11.

⇒ k = rx = 10; but note (V10(a, 1)) 6= (Vk(a, 1)) given public key. Therefore, we proceed for the next q; now for q = 3,

δq=(V3(a, 1),U3(a, 1)) ∗ 27 = 272 = 53, for q=4, δq=(V4(a, 1),U4(a, 1)) ∗ 27 = 274 = 105. Therefore (V4(a, 1),U4(a, 1)) ∗ 27

coincides with (105, 5) and (105, 11) in B. Therefore (V4(a, 1),U4(a, 1)) ∗ 27 = (Vr(a, 1),Ur(a, 1)) ∗ h, for r=5,11 and if

(Vr(a, 1),Ur(a, 1))−1 = (Vx(a, 1),Ux(a, 1)) we have

k = qx =

 4× 5 for x = 5

4× 11 for x = 11

= 8 (mod 12) for x = 5 & 11.

Now note V8(a, 1) coincides with the given public key Vm(a, 1), therefore m=8, this solves the Lucas semigroup action

problem. In this paper we described the Lucas group action problem and Lucas semigroup action problem and extended

the Shanks method to solve both the problem by employing the group action with (L(4, N), ?) and semigroup action with

(L(4, N), ◦).

4. Conclusion

Generalized discrete logarithms with Lucas group action and Lucas semigroup action giving rise to Lucas group action

problem and Lucas semigroup action problem are described and extended the Shanks method to solve both the problem by

employing the group action with (L(4, N), ?) and semigroup action with (L(4, N), ◦). This study with Lucas sequences

is intractable and this study implemented with Lucas sequences gives a wide cross sectional view in the similar study with

much complicated structures like Dickson polynomial, Elliptic curves and Hyper elliptic curves.
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